
All AFSAC Online Account Users

BLUF: FYSA only. In the near future, the process to access AFSAC Online (AOL) will 
change. Users will access AOL via the Security Cooperation Information Portal (SCIP). Please 
ensure widest dissemination for situational awareness across the community. No user action 
required at this time. The AFSAC PMO will send focused emails to account holders 
communicating required steps and process changes in the coming weeks.

1.  WHAT: Access to AFSAC Online is changing from user name/password to 2‐factor 
authentication. User access to AOL resources will require either the DoD Common 
Access Cards (CAC) or RSA SecurID tokens.  All AOL users will need a SCIP 
account. Instructions for obtaining a SCIP account will come in future emails and be 
posted on the AOL system home page.

2. WHY: AOL is currently not compliant with various DoD policies directing use of Public 
Key Infrastructure (PKI) or, when not feasible, an alternate form of 2‐factor 
authentication when accessing DoD IT systems. Your CAC satisfies the PKI requirement 
while the RSA SecureID tokens provide an alternate 2‐factor authentication for system 
access. SCIP supports both forms.

3. WHEN: We are targeting late summer of 2019 for implementation, however, the 
schedule isn’t firm. This is primarily due to the availability of the RSA SecurID 
tokens. We are working closely with DSCA IM&T as they manage distribution of the 
tokens for all SCIP account holders. DSCA must acquire additional tokens to support our 
effort via contracting actions.

4. WHO: All AOL account holders.

5. NEXT STEPS: For now, stand by. Periodic emails will follow to keep you informed. In 
addition, information will be posted on the AOL system home page.

Should you have questions, please contact me, or my POCs for this action, Mr. John Williams or 
Mr. Thomas Asojo, both cc’d on this email.

v/r
Dan B

DANIEL C. BAGNUOLO, NH-04
Chief, Communications and Information Division
Air Force Security Assistance and Cooperation Directorate (AFSAC)
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